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Introduction

This document describes setting up Citrix XenApp or XenDesktop with the Amazon Web Services (AWS)
Virtual Private Cloud (VPC).

Requirements

To deploy a XenApp or XenDesktop 7.5 Site in an Amazon VPC, ensure that you complete the
prerequisites and link AWS Marketplace AMls to your account as follows.

Prerequisites
Make sure you perform the following before you begin:

e Plan to take one day for the first-time implementation of the deployment.

e Have an AWS environment set up and running, with an active AWS account and preferably an AWS
Identity and Access Management user account that can be used for this specific deployment.

e For this proof of concept (POC) deployment, the IAM user must have administrative rights to your
AWS environment. For information about the rights you need, see the XenApp and XenDesktop
topic Prepare to Install.

e Subscribe with your AWS account to the NetScaler VPX AMI located in AWS Marketplace.
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http://edocssand.citrix.com/proddocs/topic/xenapp-xendesktop-75/cds-install-prepare.html

Link AWS Marketplace AMls to your account

The CloudFormation template uses AWS Marketplace AMls. Link the AMls to your account before
beginning the install as follows.

1. From the AWS console, select Find software on AWS MarketPlace under the additional information
section on the right side of the console.

Additional Information

Getting Started Guide
Documentation
All EC2Z Resources

Forums
Pricing

Feedback

Feedback
Report an Issue

2. Search for NetScaler VPX Platinum Edition — 10 Mbps, and select version 10.1-123.9.

NetScaler VPX Platinum Edition - 10 Mbps

Sold by: Citrix | See product video ™

®
cITRIx Citrix MNetScaler is an all-in-one web application delivery controller that makes applications run five times better, reduces web
e

application ownership costs, optimizes the user experience. and makes sure that applications are always available by using
advanced L4-7 load balancing and traffic management: praven application acceleration such as HTTP compression and caching; an
integrated application firewall for application security: and server offioading to significantly reduce costs and consolidate servers. As
an undisputed leader of service and application delivery, Citrix NetScaler solutions ... Read more

Customer Rating Be the first to review this product N “You will have an opportunity to
Continue review your order before
launching or being charged

Latest Version 10.1-120.13 (Other available versions)

3. Select and register to your AWS account.
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Automated deployment using an AWS CloudFormation
template

XenApp or XenDesktop Infrastructure Stack Creation using the
CloudFormation template

The following steps show how to use the CloudFormation template to automate building all necessary
resources in the Amazon EC2 cloud for a XenApp or XenDesktop Site.

1. Onthe CloudFormation Stack console tab, use the drop-down box in the upper-right-hand
corner to select the region in which you want to build the environment.

/ W CloudFormation Manage: -\ Wil

« [« £ https://console.aws.amazon.com/cloudformation/home?region=ap-southeast-2#/stacks?filter=active

—~ o ;
N Services v Citrix AWS v Sydney v Help v

Create Stack Update Stack Delete Stack Welcome to the new CloudFormation console. Send us your feedback or ga back to using the old. [+ -2

Filter: Active >~ By Name

Showing 0 stacks

Create a Stack

AWS Cloudformation allows you to quickly and easily deploy your infrastructure resources
and applications on AWS. You can use one of the templates we provide to get started
quickly with applications like WordPress or Drupal, one of the many sample templates or
create your own template

You do not currently have any stacks. Click the "Create New Stack” button below to create
a new AWS Cloudformation Stack

Create New Stack

Create a Template from your Existing Resources

If you already have AWS resources running. we also provide a CloudFormer tool that lets
you create a template from your existing resources. This allows you to capture and
redeploy applications you already have running. To launch the CloudFormer tool click
below

Launch CloudFormer

_J =N ]

S 2008

- 2014, Amazon Web Services, Inc. or its affiliates. Al rights reserved.  Privacy Policy  Terms of Use

Feedback
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2. Click Create New Stack.
Provide the stack name, and point to the CloudFormation JSON template available at
https://s3.amazonaws.com/cf-XenDesktop/XD75NSonAWS CF v1 2. json,
and click Continue.

i Creste A New Stack

vs.amazon.com;/cloudtormat

Citrix AWS »  Sydney > Help =

Template

¥ ; Create A New Stack
Paramelers
Options AWS CloudFormalion gives you an casier way 1o crea ollection of related AWS resowrces (a slack) by describing your reguirements in a lemplate. To creale a
a sfack, fill In the name for your stack and select a temp!
EVIEW
Stack
Name  NATSPOC
Templata
Source Use zample tempiate
v
Upload template fie
Choose File | No fie chosen
# Provide an 53 URL to template
1-XenDeskio nAWS_RDG
Cancel Nest Step
y  Terms of Use reedback
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https://s3.amazonaws.com/cf-XenDesktop/XD75NSonAWS_CF_v1_2.json

4. Provide parameters for the script to run. The template provides the following information,

including brief explanations for each parameter, and displays the following default values.

ADInstanceType

ADPrivatelP
AZ

BastionInstanceType

DMZCDIR

DomainAdminPassword

DomainAdminUser

DomainDNSName

DomainLDIFFormat

DomainNetBIOSName

IAMUserAccessKey
KeyPairName
NATInstanceType

NSCloudFormationURL

NSMIP

NSNSIP

NSSNIP

Page 8

ml.medium

10.0.1.5

m1l.small

10.0.0.0/24

User Provided

Xenadmin

xencloud.net

DC=xencloud,DC=net

XENCLOUD

User Supplied
User Supplied
m1l.small

https://s3.amazonaws.com

[cf-
XenApp/NS VPX PLT 10M
B Template v4.4.json

10.0.1.102

10.0.1.100

10.0.0.175

Amazon EC2 instance type for the Active
Directory Instance
Fixed private IP for the Active Directory server

Name of Availability Zone that will contain
public and private subnets. Select a valid zone
for your region.

Amazon EC2 instance type for the Bastion
instance

CIDR Block for the public subnet

Password for the domain admin user. Must
be at least eight characters and contain
letters, numbers, and symbols.

User name for the account that will be added
as a domain administrator. This is separate
from the default administrator account.

Fully qualified domain name (FQDN) to be
used for the DHCP scope; for example,
xencloud.com

LDIF domain (up to 30 characters) for creating
users in the Active Domain Tree

NetBIOS name of the domain (up to 15
characters) for users of earlier versions of
Windows; for example, XENCLOUD

IAM user access key used to create and
configure the various instances
Public/private key pairs allow you to securely
connect to your instance after it launches
Amazon EC2 instance type for the NAT
instances

The public URL for the NetScaler VPX
CloudFormation v4.4 template

Fixed private MIP or SNIP for the NetScaler
NIC connected to the private subnet should
be within the CIDR of the private subnet
Fixed private IP for the NetScaler NIC
connected to the private subnet should be
within the CIDR of the private subnet

Fixed public IP for the NetScaler NIC

© 2014 Citrix Systems, Inc. All rights reserved.


https://s3.amazonaws.com/cf-XenApp/NS_VPX_PLT_10MB_Template_v4.4.json
https://s3.amazonaws.com/cf-XenApp/NS_VPX_PLT_10MB_Template_v4.4.json
https://s3.amazonaws.com/cf-XenApp/NS_VPX_PLT_10MB_Template_v4.4.json
https://s3.amazonaws.com/cf-XenApp/NS_VPX_PLT_10MB_Template_v4.4.json

NSVIP

PrivateCIDR
RestoreModePassword
SecretAccessKey
ServerNetBIOSName

VDAInstanceType

VdaName

VPCCIDR

VPCName

XD7DDClInstanceType

XD7ISOLocation

XDAdminPassword

XDAdminUser

Page 9

10.0.0.176

10.0.1.0/24
User Supplied
User Supplied
DCO1

cl.xlarge

VDAMaster

10.0.0.0/16

XenDesktop 7.5 POC VPC

m3.large

https://s3.amazonaws.com

[cf-
XenDesktop/1SO/XenApp a

nd XenDesktop 7 5.iso
User supplied

XDFarmAdmin

connected to the public subnet, should be
within the CIDR of the public subnet

Fixed VIP for the NetScaler NIC connected to
the public subnet, should be within the CIDR
of the public subnet

CIDR block for private subnet

IAM user secret access key to be used
NetBIOS name of the AD server (up to 15
characters)

Amazon EC2 instance type for the VDA
master instance

Primary XenApp server holding the most
preferred data collector role for the farm as
well as the SQL server

Secondary XenApp server holding the
preferred data collector role for the farm
Server hosting the StoreFront role. Runs
version 1.2 of StoreFront with the database
on the XENAPP server.

Install server used to build the server farm
using the App Delivery Setup PowerShell
scripts. Can be powered down after the farm
is built.

Network address translation server, which
allows outbound access to the Internet for
the servers in the private subnet

NetScaler VPX instance that is used to provide
ICA proxy functionality for the StoreFront
server
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https://s3.amazonaws.com/cf-XenDesktop/ISO/XenApp_and_XenDesktop_7_5.iso
https://s3.amazonaws.com/cf-XenDesktop/ISO/XenApp_and_XenDesktop_7_5.iso
https://s3.amazonaws.com/cf-XenDesktop/ISO/XenApp_and_XenDesktop_7_5.iso
https://s3.amazonaws.com/cf-XenDesktop/ISO/XenApp_and_XenDesktop_7_5.iso

5. Different firmware versions of the NetScaler VPX are supported. Select the version you want by
choosing the appropriate JSON template from one of the following firmware versions:

https://s3.amazonaws.com/cf-XenApp/NS_VPX_Template_v3.json 10.0-71.6008.e
https://s3.amazonaws.com/cf-XenApp/NS_VPX_Template_v4.json 10.1-119.7
https://s3.amazonaws.com/cf-XenApp/NS_VPX_Template_v4.1.json 10.1-120.13
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i Creste A New Stack

¢ ER

L
Template
Parameters
Dptians

Review

Services ~

tipsy//console aws.amaron.com,

Specify Parameters

Detow are tne parameters associated with your CloudFormation lemplate.

needed Delow

Parameters

ADInstanceType m1.mediven

ADFrivatelp

AZ | ap-southeast-7a

Bastioninstance Type

DMZCIDR

DomainAdminFasswor
d

DomainAdminUser

DomainDHSHame nencioud. ne

DomainLDIFFarmat Mz=xencioud D-net

DemainNatBIOSNams

Yiou may review and proceed with the default paramelers or make customzations as

it & private sutm

After specifying the required parameters, select | acknowledge that this template may create
IAM resources check box, and click Continue.
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https://s3.amazonaws.com/cf-XenApp/NS_VPX_Template_v3.json
https://s3.amazonaws.com/cf-XenApp/NS_VPX_Template_v4.json
https://s3.amazonaws.com/cf-XenApp/NS_VPX_Template_v4.1.json

7. Add any additional tags on the next screen, and click Continue.

i Coomte A Mow Stack

5//console.aws.amazon.com

Options

Cptiens

Key Value

» Advanced

Feedback

Verify that the values provided match your environment.

Note: It is important to ensure that the availability zone, your access credentials and keypair are correct. If
not, go back and correct the error; otherwise, the template creation will fail. Once correct, click Continue

to start the stack build process.

‘console.aws.amazon.com,

Parameters
ADinstanceType mi
ADPrivatelp

Az
Bastioninstance Type
DMZCIDR

a

DomainAdminUser
DomainDNSHame
DomainLDIFFormat
DomainNetBIOSName

¥
HeyPairName
NATInstance Type
NSCleudFermationURL
NEMIP 10

NSHNSIP 1

NSSNIP 1
NSVIP
PrivateCIDR

d

SecretdccessKey
ServerNetBIOSHame DX
VDAInstanceType
VdaName

VPCCIDR

VPCHame
XD7DOCINstance Type
XDTISOLocation

XDAdminUser X
Create IAM Resources  irue

Options

8. Click Create on the stack creation information screen.
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Page 12

ttps:

console.aws.amazon.com

DomainNetBlOsName
IAMUseraccessiay
KeyPairNama
NATInstance Type
HSCloudFarmationURL
NSMIP

HSNSIF

MNSSNIF

HSVIP

PrivateCIDR
RestoreModePasswor
d

SecretAccessiey
VDAaInstance Type
VPCCIDR

VPCName
XDTISOLocation
Create IAM Resources

Options

Tags

Project

Advanced

Naotification
Timeout
Foliback on failure

m1 small

hilps://23, amazonaws comic

warge
10.0.0.016

4JDAOTC

kspace POC

PRINS_

SHIOpPAS

_Template_

json

CENARR_and_xenDe

Feedback
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The CloudFormation template builds the environment according to the parameters you specified; the
template will appear in the CloudFormation Console when completed.

It displays two CloudFormation stacks: one for the EC2 Infrastructure and one for the NetScaler VPX.

W CloudFormation Manager Wl

L o [« ) hitps://consale.aws.amazon.com/cloudformation/home?region=us ve b =
Create Stack Update Stack Delete Stack Welcome to the new CloudFormation console. Send us your feed| k to using the old s &

Filter- Active ¥ By Name Showing 2 stacks

Name Created Status Description

XATSPOC-NSVPXStack-6XMVLA4CDAUM 2014-03-08 01:16:36 UTC+0100 | CREATE_COMPLETE *Version 4.4 NS Version: 10.1-123.9 Netsca
XATSPOC 2014-03-08 01:15:21 UTC+0100 | CREATE_COMPLETE *version 1.00*. This template creates a Virtu

Outputs ~ Resources  Events  Template  Parameters  Tags  Policy

Select a stack above
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9. When you select the Outputs section of the Infrastructure Stack, the IP addresses of the main
components appear.

/i@ CloudFormation Manage: - ', Wl

Lo [l = https.//console.aws.amazon.com/cloudformation; is-east-1#/stacks ?filt tivedust d W udformatiol

Create Stack Update Stack Delete Stack come to the new CloudFormation console. Send us your fe, ck to using the old (& 3

Filter: Active v By Name: Showing 2 stacks
Name Created Status Description
XAT5POC-NSVPXStack-6XMVLA4CDAUM 2014-03-08 01:16:36 UTC+0100 CREATE_COMPLETE **Version 4 4™ NS Version: 10.1-123.9 Nefsca

= XAT5POC 2014-03-08 01:15:21 UTC+0100 CREATE_COMPLETE **Version 1.00™. This templaie creates a Viriu

Overview Resources  Events  Template  Parameters  Tags  Policy _ N Q=]

Key Value Description

DomainController 10.0.1.5 IP address of the domain controller.

DesktopDeliveryConiroller 10.0.1.79 IP address of the XenDesktop 7 Desktop Delivery Controller

BastionElasticlP 54 84 197 200 External IP address of the Bastion host in AZ1. RDP to this IP

NetScaler 10.0.1.100 IP address (NSIP) of the NetScaler. Browse to this IP address

NSGWVIRP 54 84 152 62 Elastic IP address of the Client VIP of the NetScaler.
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If you select the default values, the template constructs a XenApp or XenDesktop Site infrastructure in
the AWS cloud similar to the following example:

Site infrastructure using the CloudFormation template

XenApp / XenDesktop in AWS Cloud

T

Corporate
Office

Workers

& Mobile
Users

Page 15

ol

AWS Regional DataCenter h
Virtual Private Cloud (VPC)
| DMZ 10.0.0x | | Private Subnet (10.0.1x) |
: ~
3 s IS AD DC ‘ N
A astion S| Dpcoi(s) h
oo <
=< Q
| g -
g5 2 -
S Ethol| &
< 9
n
o gg — XenApp /
Eth 0/0 ,g o [ ] XenDesktop
NetScaler NSVPX-1 & o« | Delivery Controller
Eth 0/0 (.175) 9 SQL Server
Eth 0/1 (.100) s StoreFront
3 XD7DDC
[v) .
3| =
g
NAT iNet VDAMaster
Gateway
J
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Set up XenApp or XenDesktop on the AWS Infrastructure

Once you have setup AWS using an AWS CloudFormation template, you can configure XenApp or
XenDesktop to deliver virtual desktops and applications from AWS.

1. From the EC2 instances management console, select Download Desktop File to connect to the

Bastion host using RDP.
2. Login with the domain administrator credentials you provided during the CloudFormation Stack

creation.

Connect To Your Instance

£an conmect usineg 3 remote deskiop Chent of your chokce, 30 by
dowracading and running Ihe SDP shoficut fie bk

Downlcad Rensote Desktop Fibe
When prometed, connect o your mstance using the folowng detais

Elastic 1P 5484217 230
User name  Agmineiraton

Pamsword | Get Password

I you Reed any axsANCE CONNGCENG 10 YOUT INSIANCE, PlEase 567 Dur ConNecton documentaton

Ciose

3. From the Bastion host, RDP to the Delivery Controller (the controller is xd7ddc.xencloud.net
when using the default domain name), and log in as the domain administrator using again the
DomainAdminUser and DomainAdminPassword provided as parameters during the stack

creation event.
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4. The XenApp and XenDesktop 7.5 product media is already mounted. Run AutoSelect.exe to start
the installation.

EEIEE S BTG Y

Note: The credentials file for the root AWS account, retrieved from
https://console.aws.amazon.com/iam/home?#security credential is not in the same format for
credentials files downloaded for standard AWS users. Because of this, Studio cannot use the file to
populate the APl and secret key fields when creating a connection. Ensure that you are using IAM

credentials files when administering Studio.

5. Install XenApp or XenDesktop as required for your environment.
a. Select the Delivery Controller.
b. Select All Core Components.
c. Follow the wizard instructions to complete the Delivery Controller Installation.
6. Start Citrix Studio, and follow the wizard to create the site. Note that the CloudFormation
template has preinstalled SQL Server 2012 on the Delivery Controller.
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https://console.aws.amazon.com/iam/home?%23security_credential

7. Select the local host as the database server location, and allow the wizard to create the

Page 18

database.

T begen, weiect one of the theee o

e was

Deliver desktops and apg

Rermte B aeeens.

Enabile your users to remf

Scate ot oyt

Connect this Delivery Cof

T
EE i

Databiae
L tegprg. 3
| P
o
| Ot rame
i e comenen-]
adrraragtrpton. % z ez
[ Ganerte dntabane sre. | orcnst

Welcome to Ci

Te bogin, select e o the thves

She et

Deliver deskiops and ap)

Rermene PC pieess.

Enable your users ta rem

‘Soae your gk

Cannect this Delivery Col

Studio

| B et |
Comecied o umimd e

i want to
8 L th free B0y tral
| e

! Uve an awisting oerne
Tha prosduct e beloa i
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9.

Page 19

Provide your AWS access credentials to allow the Delivery Controller to provision instances on
AWS.

| wetcame

Welcome to Ci

T begin, acloct e o the fheee of

e et

Deliver desktops and apg

Aemmete P scom.

Enabile your users to rer

| e yons aesiipmmre

Connect this Delivery Col

Studio

e o

Deliver desktops and apy

Bemate P et

Enable your usefs to rer]

Scale s ey

Connect this Delivery Co

Use exnting virtsal machines
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11. Select the subnets to host your instances, and then enter a name. In this example, the private

subnet, 10.0.1.0/24 is selected to access the VDAs running in this private network, as shown in

Site Infrastructure using the CloudFormation template.

R Acwan Vies Hilp
«= zm B
T Cemasle Roee I

B Conitude |
B i SaeFront

Welcome to Cit

Ta bagin taact cne of the thras

|| sesene

Deliver desktops and apg

Berene PC peren

Enable your users to rem|

Seme your deplenment

Connect this Delivery Cof

Hetwork

Blaree dow these rescurces:

The rescuttee e Rurips icdentiy e avalabsliny Tine snd network combinaton in Stusa.

1 10000724 fvpe-Bchet))
) 001 24 vpe- ittt

&

12. Skip the configuration for the App-V Publishing option to complete the Site setup. You can add
this feature later.

« = n[m 6@[m
) Contale Rost 1
B Cam uda
B Citrie SoreFracn

Enable your users to rem)

‘Scale yousr destoyment

Connect this Dellvery Co

Studio

LR R T O T &

Amazon (€2

AL

‘Shads toki {Machine Cration Services)
e BT

R

MO/ frpe Sbbedel]

Mot contigured
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When the configuration completes, the wizard displays the Site Setup page.

Bie _

Acton Yiew  Heln
e nfm Bm
7 Compele Ruot B
a B Citrsx S s Mo IRSLET RS
O Seanih |
B Mackine Catatags |
B, Dlivesy Geonp
[ poticies
[# Loggng .
4 # Canfiguration Site SE‘t‘Jp
!'a :::":::“"’ Follow these sheps 10 set o and deploy your virkusl déskiop inkrastnichure.
= Haiting

B b

A

= BT Con
Ly App-¥ Publishi] i
Y Citre: Srorelront %
o B Test site configuration
Machine Catafor.
2 Set up machines for desktops and applications or remote PC access
Oetavery Gonuen.
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Configure the Master VDA machine

Once you have configured the Delivery Controller, you must configure a master image by configuring a
master VDA machine.

1. From the Bastion host, RDP to the VDA Master (you can find the IP address from the EC2
console), and log in as the domain administrator, using again the DomainAdminUser and
DomainAdminPassword provided as parameters during the stack creation event. Private IP

addresses?

00000 @

L R

instance: | -6TS4e07 (VDA Master]  Private P 10.0.1.184 [_N_N-]

Feedback

2. The XenApp and XenDesktop 7.5 product media is already mounted. Run AutoSelect.exe to start
the installation.
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3. Select Virtual Delivery Agent for Windows Server OS for a XenApp Worker installation. See

Page 23

Server VDI for information on setting up a Server VDI Master VDA.

Citrix Directar

Citsix License Server

Citrlx StoreFront

Citrix Ssdic

Universal Print Server

nunty Bubets, and treubleshootng gudes

e 8 -~ -.
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http://edocssand.citrix.com/proddocs/topic/xenapp-xendesktop-75/cds-servervdi.html

10. Select Create a Master Image.

e |33 SBTE

XenDesktop 75

E wl g ~ BTG

12. Review the specified settings for the Master VDA, and then select Install to complete the VDA
Master installation.
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Note: You must reboot the machine to complete the addition of the Microsoft Remote Desktop Session
host. You can reboot from within the instance; you do not need to use the AWS console to do so. It can
take several minutes after reboot before the instance responds to RDP connections again.

XenDesktop 7.5 Installing prerequisites and components

Installing...

Frerequisites

e o8 -RTe |

13. After the machine reboots, log in to the Master VDA. The XenApp and XenDesktop product media is
no longer mounted (it searches for the media), and the installation does not continue.
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14. Click Cancel, and remount the media from its location. For example,

C:\Users\Public\Downloads.

» Corguter b Lool Dk (0} » Uaer

I Dt
& Dowrloads
3 Recent places

b g Mu
b g Pictures
b B videar

4 % Computer
+ B Local Dzt (29
¥y Temganany Sange 400
¥y Temgoney Tonge 00}
¥ i Termgmny Bovege 00
t ca Tempoery Starege 1 )

1 item

2 b Publie b Publie Downlonds

£ Mendgr_and XerDesktop, 7 S

e

£ Eany ccess = il
Properties
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15. When the media is mounted, select the Virtual Delivery Agent for Windows installation, which
automatically continues from where it left off.

16. Restart the machine.
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HenDesktop 7.5 Finigh Installation

The installation eempleted successtully.

Core Components
 Virtual Delwery dgent

Post Install

Compenent Intakesbon

[ Restart machine

17. After the VDA installation completes, install applications that will be published or available on the

users' desktops on the master VDA.
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18. After installing additional software, from the EC2 Console, select Actions > Stop to shut down the
VDA Master Image.

Services v Citrix AWS »  Oregen ¥  Help v
Events A
N B B Instance Management
Tags Filter: Allinstances ¥  All ing| X 110 6 of & Instances
Launch More Like This
Reports
Name T Availability Zone ~ Instance State «~ Status Checks ~ | Securit
Instances DCo1 Create Image us-west-2a @ running @ 2/2 checks passed SHy
Spot Requests NAT us-west-2a @ running @ 2/2 checks passed
Reserved Instances VPXPrimary i T B s us-west-2a @ nnning & 2/2 checks passed
View/Change User Data
= @ VDA Master us-west-2a @ mnning @ 2/2 checks passed
: Change Shutdown Behavior
AMIs XD7TDDC Get Windows Password us-west-2a @ running @ 2/2 checks passed
Bundle Tasks BASTION Get System Log us-west-2a @ running & 2/2 checks passed
= I C Networking
Volumes Change Security Groups
Snapshots Attach Network Interface
Security Groups Change Source/Dest. Check
Elastic IPs Instance: | -9e918397 (VDA Mas [ VESESRCE VRTRT- ) uunon Q]
Placement Groups 5
- Actions
Load Balancers Description Status Checks )
Terminate
Key Pairs Instance 1D Reboot Public DN§ -
Network Interfaces Instance state Stop Public IP
Instance type Elastic IP
Launch Configurations Private DNS CloudWatch Monitoring Availability zone  us-west-Za
Auto Scaling Groups Private IPs Enable Detailed Monitoring Security groups  XA75HybridPOC-Private SecurityGroup-
YAEFP1YLQO27, XAT5HybridPOC-
DomainMemberSG-QJI336DVAIAT
Add/Edit Alarms .
view rules
© 2008 - 2014, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy Terms of Use Feedback
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19. After shutdown, create an AMI from your Master VDA by selecting Actions > Create Image.

Services v

EC2 Dashboard
Events

Tags

Reporis

Instances
Spot Requests
Reserved Instances

AMIs
Bundle Tasks

Volumes
Snapshots

Security Groups
Elastic IPs
Placement Groups
Load Balancers
Key Pairs

Network Interfaces

Launch Configurations

Auto Scaling Groups

/home?region=us-east-1#Instances:instancesFilter=a

4

Filter: Allinstances ¥  Allins

Name

VPXPrimary
NAT

B VDA Master
XD7DDC
DCo1
BASTION

Instance: | i-f8754ed7 (VDA Mas

Description Status Checks
Instance 1D
Instance state
Instance type
Private DNS

Private IPs

© 2008 - 2014, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Actions ~

Instance Management
Launch More Like This
Add/Edit Tags
Change Instance Type

Change Termination Protection
View/Change User Data
Change Shutdown Behavior

Get System Log
Networking

Change Security Groups

Attach Network Interface

Change Source/Dest. Check

Manage Private IP Addresses

Actions

Terminate

Start

CloudWatch Monitoring
Enable Detailed Monitoring

Add/Edit Alarms

Privacy Policy Terms of Use

X

-instances;instanceTypeFilter=al

-instance-types;search=XA

Citrix AWS ¥ N.Virginia v Help ~

1to 6 of 6 Instances

Availability Zone ~  Instance State - Status Checks ~ | Securit
us-east-1d @ running @ 2/2 checks passed HATEPC
us-east-1d @ running & 2/2 checks passed XAT5PC
us-east-1d @ stopped XATEPC
us-east-1d @ running @ 2/2 checks passed KXATSPC
us-east-1d @ running @ 2/2 checks passed HATEPC
us-gast-1d @ running @ 2/2 checks passed XATEPC
_ NN
Public DNS
Public IP
Elastic IP
Availability zone  us-east-1d
Security groups  XAT5POC-DomainMemberSG-
184JNFFMIJEYY , XKATSPOC-
PrivateSecurityGroup-
1SPN7POTAF3RN . view rules
Feedback
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20. Assign a name and description, and then click Create Image.

https://console.aws.amazon.com/ec?/v2/home?region=us-east-1#Instances:instancesFilter=all-instances;instance TypeFilter=al l-instance-types;search=XA75POC 3¢

Create Image

Instance ID (i) i-f6754ed7

Image name (i) [xa78Master

Image description (i) |XgnApp 7.5 Master

No reboot  (j)

Instance Volumes

- § Delete on
Type (i) Device (i)  Snapshot (i) Size (GiB) (i) Volume Type (i) 10PS (i) Termination (D)

Root Jdev/sdal snap-5dc7deet s0 | | standard oA

Add New Volume

Total size of EBS Volumes: 50 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

cancel [EEEEINLELT

Important: By default, Delete on Termination is selected. Do not change this setting. The product works
on the assumption that root disk volumes are deleted automatically by Amazon. Unchecking this box can
cause the deployment to leak volumes in EBS storage.

Depending on the size of the instance volume, image creation can take a long time. You must wait until
the image is fully created before you can see it in Studio.

When the AMI creation process completes, set up machines in Studio using Master VDA AMI.
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Set up machines in Studio using the Master VDA AMI

Now that the master AMI is configured, use Studio to provision applications and desktops by creating a
machine catalog.

1. Open Studio on the Delivery Controller and select Option 2.

Site Setup

Follu these cheps. to cat up and depliy your vl deskiop miastuctune,

nnnnn

Confiquration

] Bl Test sita configuration

Maching Cataiogs

2 Set up machines for desktops and applications or remote PC access

Devery Groups

2. Select Server OS. If your configuration has Server VDI available on a Desktop OS, you can
alternatively choose the Desktop OS option.
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3. To enable XenApp or XenDesktop to control machine provisioning in AWS, select the settings shown

in this example:

=2
Fils  Action  View Halp
«= 2w B

3 Comsole Rt | -
+ 4 i smudio gars ol ML=
£ Seaech
= Machine Cataleg: e
B Delmp Geoape (7 ¥ i
[ Palisies
H
o Logang . H Hep
« B Confguion Site Setup
%MCT'::”‘ Fetlum thess stegs to vet up e o Studio Machine Management
= Hosing
a Licensing
U?M‘w"! 5 This Machine Catalog will uss:
il Ao Publishi ®) Machines that are povwer managed {for exsmple, virisal machines or blade PO5)
B2 G Rorefront. | | Miachinias that ars not powar sansqed for aapls, physical machines)
] dgLaation
| Depley machines using:
8) Citrix Machind Crastiss Senvicet (MOS)
Mactine Cataogi. Recourcer  AWS US-Eaesid
2 I Citrix Priweriaining Serviees (PVS)
Set up machir - e
1 am not using Citrix technology to manage my machines. | have existing machines.
sreadty prepared
Desvery Groups.
(o | S (e ]
<] m »

Note: AWS does not support Citrix Provisioning Services.
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Master VDA machine.

=2
Fil  Btion  View  Help
«= 20 B

| Condale Root

Select the machine template the AMI created in the EC2 console as described in Configure the

o 8 it i (2 Mo [ICELLTPS
D Seanh
B Muckine Caralogs |
£ Dilivwry Graups
[ Policies
# Lo B e
o Leggmg .
o ) Configuition Site Setup
;‘a ::m"’r" ) Follow e sbaps 1o 2ot up and Studio Lo Al
= totting s splate that the be based upen.
7o Lisensing
R santrent || cnnration Home + | Deserpten ]
?ﬂ, Eppe Pubsdishi i) DCO1 CF Base 323 B0 Cnn Clowdformation Base  *
B Citrix SheeeFeant Vi3 |
[  Machine Mansgement ) Citrix Netseaber_v10.0 Citrie Netscaler Version M0 Tech | quration
Machine Tempiate Pre |
H i Citrx MietScaler and CloudBridge Connector 3.1 Citrix NetScaler and Cloudinidge |1
Secutity Cemmacter 10112174
e Aietual Machinat Aok okl e ol Conbetet Wi Ol MoSestec s Clceiie:. |
Comnecter 1001235
Meswerk Cards
2 Set up machir] = ) Citrix MetSealer ard ClaniBiriige Connector WL Citrix NetScaler and ClonxiSricige:
Camnter Ateents Comnmetie 10113217080
Sumemsey } Citre Mt aned ClousBrcin Connector MLL  Citrix NetScaler and Chasdiridge
C
ey Eroup e
LRAMI-CF-V2 1 wKRAMI-CF-V2T
() DCOY CF Baae w2007 DCOY Ctrix Closdfarmastion Base
vaaT
Coe | [ o]
<[ >

Select the required security groups. In this example, you must select the DomainMemberSG

Security as well as the private security group PrivateSecurityGroup. This ensures communication
between the Domain controller and the VDAs.

You can also indicate that dedicated hardware is required to host your instances. Use Shared
Hardware is the default.

Fle  Bcban  View Help
e» 2w @@
3 Conpele Root |
o [ ot S WS Mo

D Search

citrix

& Mactine Catalogr
B, Getrvery Groups
[ Peteres
= . Hel)
# Logging o H ven
= i Conhurvion Site Setup
Ddrninittraboe: i
gaﬁ i Folkow these stegs bo 36t up and d Studio FecLiny
¥ Moting B0 Sk ity ot
E”"":"" i the selested Rescurce supports o masimum of § secwrity groups per virtual machine,
B Cenfgurtion
= Ap:\"::liﬁ Hame 4 | Descoption T
B Cotrx SeeFaart } XATEPOC- Pubic Security Grawp -
) o PublicSecuritGroup-TTSTZTTIGTE quration
| XATSPOC. Eruble ROP accms from She internet
| BastionSecuryGroup-18TYWET068MD
@
& MBIETY
Matnine Caiziogs | L) xaTSPOC- Private Secuty Gooug
PrivatabacurityGreup-1SPNTPOTAFIRN
- L] cefmat dhnlinslt VB security group
2 Belup mecan Competer Accounts >
Summary
Haww wauld Learn mere
Defhvery Groups. ) Use shared Fardware
Thit etting it suitable fer moet daployments
1 Vs hardware that 1 dedwcated t et
This setting is mare watable far deshoyments with speciic securfy ar complance
reqarements.
Coo | (o]
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6. Select the number of machines and instance type to for the machine catalog.

2 Canavle Root

4 B4 Citris Studio {3475 My
D Serech

% Machine Catslogr
B Delrvery Groups
Paligins

o Loggng

4 E Configunnen
[ Bdemevatentees

citrjx

site Setup

& cowin Follow these steps ta set up e Studio R
™ Hasting Hiow many wirtusd machines do you waet 1o craatel
Jy Licensing T ekl
2 Sorefront Coaligarition - . LS
i A Publitki e
B Ciuix StoreFros # Opsrating Spstem Selact & machine spacification. Laaen more
] Gidiaue iy —
o Macharis Templéte 3 M1 Small Watance
o Secuity J | M1 haechum Instance
Machine Cotalogs () M1 Large Instance
2 Heswork Cards ] S . .
Set up machir| s
Compules Acsumts ) M3 Dbl Exta Lavge Instance
Summary Mz Instanee
) g Memoey Ertra Liege Inslarce
By G ) bigh Memaey Double Extr Large
btance
Shcow oplmilnd K podled dekiop

Biguraticn

8] WP

Moderste

.Fl.t A(.Dnn Wiew N_HD
»| a[m B

Conscle Root |

L teaech
® Machine Catalogs
& Belivery Groups
= Pelicies
[ Loggng
2 i Configuntion
B Adevinisranan
B Comenalar
= Harting
o Licentng
B Zonfom
Ly A Pubisn
K3 Citree Sarefrant

Site Setup

Fusllow Lhete stepa b set up amd o

Set up machir

Studio MHetwark Interface Cards

id

# bihution

+ Ciperating System

+ Machine Management
+ Machine Tempiate |
+ Security

+ Virtual Machines

Hetwaork Cards

guration

o

Summary

Coc | I (o]
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8. Configure the computer accounts.

=
Fle  Bebsn View  Help
= 2 8=
1 Canate Roat |
o L Civ St (WS M)
D sanh
& Mactine Catalogr
£ Getrery Groups
[ Potaer
(# Lagging
4 @ Configuration
£ Mdminittrateer
B Contrallers
= Horong
o Lizenaing
I Sarbrent
[ Appev Publiski
IE Citriz omeFauit

citrix

Site Setup

Fuallow these stegs 30 3¢t up and o

2 St up machin)

Active Directary Compaiter Accounts

Studio
Each machine in s Machine Catalog nessh

Sebect an Acthee Directory sceount optior:

) Create new Actrve Drectory ptounts

. Use ewsting Active Directory sccounts.
Active Directeey location for compuler accounts
Domain: | e

+ Inaraductian

+ Operating Stem

T Defoul OU

+ [ Domain Comroliers
b @ ForegnSecunnPrincipals
+ @ Maraged Service Accausts

[cH=ComputeniC: et

Agsount raming ssheme:
[ amzeRre=s Joa -]

EATHIWRNDZ

guration

9. Enter a name, and click Finish. Note that the process of copying the master image can take a long

a2
File  Arban Wiew  Help
«| nE BE
] Comunle Root |
a B8 Citere Srudio (A Mo,

L Search
= Machine Catalogs

Lok App ¥ Publiér
B Citve Zoneroen

ciTRIX

Site Setup

Follow thete steps o-set up and o4

2 Set up machin

- =l

Smdio Summary
Macine type: Wissdinars Sesves 0
o R EaREson. Mprne management irtusl
Pravisioring methad: Machine creation services (MES]

+ Uparating System
' Machine Mansgement

Creating Catalog XenApp 7 M3 WZK12 Workers..
[ es——]

Lopyng the master mage

HUNFFMEATYY

s
Aenfipp 7 M3 WIK1T Warkers

Muachiree Catakog description for adminivirators: (Dylional]
Windews 2012 Milarge Xendpp 7.5 Werken.

To eomplete the deployment, awsgn tis Maching Cataleg i 3 Defvery Group by selecting

ol thatn Create o Ecit ¥ Grewp.

oo | D | s

bquratian

time to complete. It may take 30 to 40 minutes, or more if there are a lot of machines in the catalog.

o Arfieik
B Hee
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Set up Delivery Groups

After setting up machines in the machine catalog, configure Delivery Groups to specify which users can

access desktops or applications that you want to provide. Delivery Groups are usually based on user

characteristics, such as job function or geographical region.

1.
2.

In Studio, select the Delivery group node and click Create Delivery Group.

Click Add Machines, select a machine catalog for this Delivery Group, and then enter the number
of machines the group consumes from the machine catalog.

On the Users page, click Add users to add the users or user groups that can access the desktops
or applications. You can select user groups by browsing or entering a list of Active Directory users
and groups each separated by a semicolon. For Desktop OS Delivery Groups, you can import user
data from a file after you create the group.

On the Delivery Type page, select what the desktops deliver to users:

e Applications only

e Desktops only

e Applications and desktops
On the StoreFront page, select StoreFront URLs to be pushed to Citrix Receiver so that Receiver
can connect to a StoreFront without user intervention. Note that this setting is for Receiver
running on VDAs.
On the Scopes page, define which administrators can access the Delivery Group.
On the Summary page, check all details and then enter a display name that users and
administrators see and a descriptive Delivery Group name that only administrators see.
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Set up NetScaler Gateway Remote Access

After provisioning applications and desktops through Studio, set up access to StoreFront by configuring
remote access to NetScaler Gateway. Remote users access and authenticate to the NetScaler Gateway.
Upon successful validation, NetScaler Gateway forwards the user request to StoreFront, which
generates a list of available application and desktop resources.

Set up StoreFront

1. Run the StoreFront administration console on the Delivery Controller and enable remote access.

LT
File  Acticer  Vetrw  Help
-

g

naal e
E?' e o=
-
a Actions
i Lim -
o Creats Sore
ol Ereate Sore for Unathente sted Lsers
! a: m:?sﬂw Expart Muhi-Store Proviioning File
View v
! G Retresh
: B Help
o cinf =
store service Hide Store
Crverview Munage Deinotry Comtretars
Enable Rermote Access
e nege o e Uit
R Ity i Tede senchoud. net/Citreg Stare Integrate with Citrix Dnline
Expart Provineming File
Status Corfigure Legacy Supgport
Remove Sore
S Sernce Lung HTTR st HTTPS. B Hep
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2. Inthe StoreFront Remote Access wizard, enter the parameters of your public NetScaler
configuration, such as the FQDN and the NetScaler subnet IP address (SNIP). In this example, the
SNIP is 10.0.1.102.

e Actisn Niew Help
LLIE GireStarefront =[a[>
o B r"M Enable Remate Access -I
plew 2w B |
Blao ble & ctions f
B 8 e eoun )
Bl Bauthenicition || Select NetScaler Gateway apsd
[EL N Create Stare
+ B B Fecoroes furwels. Create Stare for Unsuthenticated Usert
Remate axcess: General Settings
i f;!::l:mm SIRDRETIS Eupset Muli-Seort Prowirissing Fle
J The display jisibié 1 users in Cari prefirences. View v
G Refen
General [ vac w |
i Yo 2 r!:k: ) Drigtay nams: POC NetScater Gateway B e
1 o o Tt oy NetScaier Gateway WRL: | Migalipocantsnciudngt - =
araan: 100 (Bl £34) o ater - Hide Rors
Subinet If addrese: | 100102 | Meanage Delvery Controllens
—_— Frunble Revnits Acceis
Detaut scphisnce: begeniyper (o -] Manage Citrix Recorvar Updates
§ o = Integeate with Citeix Gedine
0 [romimemmensmand ] s Expert Punsianing File
Cenhgure Legary Suppare
Remons Thore
A Servce uing H Hee
| o |
Configare remate access fon this are

[ | il

Fils  fction  View  Help
—

Craats Fore

Creatr Store for Unauthenticabed Wiers

Eaport Multr-Sore Prnatoning Fle

View "
G Refeth

| |8 Hew

Hide Store
Manags Debrery Cantrollen:
Erable Remate fecess
Manage Citeir Recehons Updates
Iengate with Citrix Online
Eapon Provariceing Fie
Canfiqure Legacy Support
Hernie Shate

8 He

=2 1
— :
T R Enable Remote Access
plew =nm B
= H com soretrane Enabile Remots Access Add NetScaler Gateway Appliance
ay B Server Group L i Pt Bl st
Bl &2
g' Stoend
o) Becever for Wed
| 3% Nsoonr | Rt e StoreFront Sacure Tickat Muiliostty [STAY
¥ Bestons [ st spgleation
[ o Gemeral Settings | Gacure Ticket Authadsy LURLe
L Metteake: Getewsy spphanceay. a
o Securs Ticket Authority
Defaut sppiance:
b Servce g
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4. Click OK, and then click Create to complete the NetScaler Gateway definition for StoreFront.

CFile Acion View. Help
bt - Citrix Storefront T e
—":"é::‘ File Acion View Hrlp . o
pie= alm Bl 1
T — ‘Actions E
a B Serr Graup i
[ B3 cutmentzaben
g Stoens Create R
8 Becever for ek Crrate Sore for Unauthenticated Uiers
B Neseali Gauay aport Mulli-Bore Proviining filr
¥ Eevcons faport ore Puovtianing
View "
I & Refeeth
Aeas R
- e . =
Store Service Select NetScaler Gateway sppkances 1o provide wser scsess from extemal netwarks. e
Man Cantrofen
Overview [Em— S tane e
roble Resmite Accase
® o YPN torel @
Athesticated  Ves Manage Citric Receions Updates
Advertised: s = FuB Vi unnel @ . -
URL hiipefiacdTide xencloud ehegenke with Cirix Qnline
NetScaler Gatewsy sopiances: | ) POC NetScaler Gateway & Eaport Proviricring File
Status. Canfiques Loghey Support
Heenoree Sore
b Servce unesy HETP nat HTTPS, H Hee
Detut pplance e
|Confguee remake access for b store

< 3| |

5. Click OK to complete the remote access enabling process.

6. Enable the NetScaler Gateway function.
a. Connect a machine on the private subnet to the NSIP (10.0.1.100).
b. Loginto the NetScaler GUL.
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7. Onthe NetScaler Gateway, you must use the subnet IP and enable MAC-based forwarding.

- Hal

203 Cirts NetSealer VEX WS ... = [

Dragprarstacs. gmﬁg‘.nmnnu cmeg;:umemm
Bmilability anhgure bask feotures v AR 1 Change NSVLAN settings
Heh Configure sdvanced features m’ “Jl Change HTTP
Nip S TEE Cnange TCP parametens
Raparts [] 55 Oitiaading Change Dismeter pachmatér:
Profies [C] HTTP Compressica Change Encrypeion patametess
- Load Balanc Change time sane
A on E‘:ms:: Chisnge imecet values
# Acthentication H s Change RES Key Type
=
W Aidning
1| [ integemed Caching
o s =
Rewrite
e bel Mettoater Gasewry

8. Create the following network connections:
a. SNIP with IP address 10.0.1.102 on the NetScaler server
b. VIP with IP address 10.0.0.176 on the NetScaler client
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The CloudFormation template or the manual setup procedure has already configured these addresses at
the AWS layer for the NetScaler VPX.

oK 100154
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Configure NetScaler Gateway using the Enterprise Store wizard
1. Launch the Enterprise Store wizard.
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2. Ensure that the VIP used for the NetScaler Gateway virtual server is set to 10.0.0.176. The
CloudFormation template configures this VIP to point to an elastic IP address.

0k g L W0 e nutages Titandaline=yes
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MatSealer Gateway Settings

Hama 1P Addrase
NetScalerGW 10.0.0.17¢6
Cartificate pecawsxencloud.net

Authentication Settings
Frimary Authentication - LDAF
10.0.1.5_LDAP_pol

Enterprice Store Sattings

1 MenMobile @) NenApp [/ NenDesktop

Daploymant Type* Storefiont

Storefront FC wdTedde xencloud ret

mencloud

httgs denermchoucnet

Can

443

Radioect respeatt from port B0 16 sacurs port

W

- I
o Jolalgl

[y 2

3. Look up the elastic IP address for your VIP using the EC2 console. The CloudFormation output
section shows the EIP associated with the VIP (NSGWVIP).

Services -

Create Stack Update Stack

Filter: Active > By Name:

Name
XAT5POC-NSVPXStack-BXMVLA4CDAUM

¥  XATSPOC

Overview QOutputs Resources Evenis

Key

DomainController
DesktopDeliveryController
BastionElasticlP

NetScaler

NSGWVIP

Delete Stack

@ 2008 - 2014, Amazon Web Services, Inc. or its affiliates. Al rights reserved.

Citric AWS > N. Virginia v Help ¥

Welcome to the new CloudFermation console. Send us your feedback or go back to using the old c -4

Created Status
2014-03-08 01:16:36 UTC+0100

2014-03-08 01:15:21 UTC+0100

Template Parameters

Tags

Policy

Value

10.0.1.5

10.0.1.79

54.84.197.200

10.0.1.100

54.84.152.62

Privacy Policy

CREATE_COMPLETE

CREATE_COMPLETE

Terms of Use

Showing 2 stacks

Description
=Version 4.4*. NS Version: 10.1-123.9 Netsca

**Version 1.00*. This templaie creates a Virtu

Description

IP address of the domain controller

IP address of the XenDeskiop 7 Desktop Delivery Controller
External IP address of the Bastion host in AZ1. RDP to this IP
IP address (NSIP) of the NetScaler. Browse fo this IP address

Elastic IP address of the Client VIP of the NetScaler.

Feedback
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4. Complete the XenApp or XenDesktop configuration:
e Place a certificate on your NetScaler Gateway, and assign this in DNS. Alternatively, place an
entry in your hosts file to the elastic IP address.
e Create a Delivery Group from your XenApp or XenDesktop machines and publish your
applications and desktops.

Please log on

Citrix Receiver
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) Cotrix Recesver

Citrix Receiver

Examples

The following example shows a desktop launched using an AWS g2.2xlarge instance (template), which
allows for HDX 3D Pro support:
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The following example shows applications available in Receiver:

/%) Citrix Receiver

Citrix Receiver Peter Bats Admin = Q

e 2 9

Internet Explorer Ac esi gle Earth Google Chrome

*9

Citrix Director Adobe 0 Adabe lllustrator

A

e Smnee bbbt fonsimy ineee Mg Slar

| Bk s e, TAB b stmmates, CTRL ace, ST wrvenbecta. 5 ¢ A
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Create template AMIs from other templates

You can create template AMlIs by launching an instance from a virtual machine (VM) that you imported
from Citrix XenServer, Microsoft Hyper-V, VMware Workstation, or VMware vSphere. You create the
template AMI by:

e Exporting your existing Windows images or template from your on-premises virtualization
environment using the environment’s virtualization tools.

e Importing the image or template to Amazon EC2 using the Amazon EC2 command line or API
tools.

See the Importing EC2 Instances in the AWS EC2 User guide for detailed instructions on importing

existing VMs.

Once you import your template, and create an instance from it as described in Importing EC2 Instances,
you can turn it in to an AMI as with any other instance.
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Appendix

Manually deploy XenApp and XenDesktop in AWS

An alternative to using an AWS CloudFormation template, you can deploy XenApp and XenDesktop on

AWS using manual procedures, as shown in the following example.

Site infrastructure using the manual deployment

XenApp / XenDesktop in AWS Cloud

AWS Regional DataCenter

Virtual Private Cloud (VPC)

| DMZ10.0.0.x | | Private Subnet (10.0.1.X)
‘\‘,J Corporate
Office / [ -
Waorkers = [ BEe
> Bastion Y | Dpco1(5) h
] enon| &| |8 Q
) % 5 XenApp /

Eth 0/0 ]

- XenDesktop

\

Public SG
(80, 443, 3389)

Private SG
(80,443,1494,2598,3389,53,5986,8080,27000)

NetScaler NSVPX-1

L \ Eth 0/0 (.175)
Eth 0/1 (.100)

(v

Delivery Controller
SQL Server
StoreFront
XD7DDC
Remote

I~ >
-
& Mobile

Users NAT iNet VDAMaster
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Security and firewall mappings

This section lists network specifics used in this manual set up example.

NAT Security Group

Type Traffic Source Type Traffic Source
All All privateSG All All 0.0.0.0/0
TCP 22 (SSH) 0.0.0.0/0

Public Network Security Group (publicSG) rules

Type Traffic Source Type Traffic Source
All All publicSG All All 0.0.0.0/0

All publicSG All privateSG
ICMP All 0.0.0.0/0 ICMP All 0.0.0.0/0
TCP 22 (SSH) 0.0.0.0/0

80 (HTTP) | 0.0.0.0/0

443 (HTTPS) | 0.0.0.0/0

1494 (CA) 0.0.0.0/0

2598 (Sess) | 0.0.0.0/0

3389 (RDP) | 0.0.0.0/0

Page 49 © 2014 Citrix Systems, Inc. All rights reserved.



Private Network Security Group (privateSG) rules

Type Traffic Source Type | Traffic Source
All All NATSG All All 0.0.0.0/0
All privateSG All privateSG
ICMP All publicSG ICMP | All 0.0.0.0/0
TCP 53 (DNS) publicSG UDP] | 52 (DNS) 0.0.0.0/0

80 (HTTP) publicSG

135 publicSG

389 publicSG

443 (HTTPS) | publicSG

1494 (CA) publicSG

2598 (Sess) publicSG

3389 (RDP) publicSG

49152 -
65535 publicSG
uDP 53 (DNS) publicSG

389 (LDAP) publicSG
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Relevant AMis for XenApp and XenDesktop Site in US-East-1

Domain Microsoft Windows Server 2012 Base ami-814642e8 | private 10.0.1.5
Controller Microsoft Windows Server 2008 R2 Base
ami-37b1b45e
Delivery Microsoft Windows Server 2012 with SQL ami-e743478e | private 10.0.1.15
Controller ami-alb9bcc8
Microsoft Windows Server 2008 R2 with
sQL
NetScaler NetScaler VPX Platinum Edition - 10 Mbps ami-c995aaal | Public
Gateway
SNIP | 10.0.0.175
VIP 10.0.0.176
Private
NSIP 10.0.1.100
SNIP 10.0.1.102
Bastion Microsoft Windows Server 2012 Base ami-814642e8 | public DHCP
Microsoft Windows Server 2008 R2 Base ami-37b1b45e
NAT ami-vpc-nat-1.1.0-beta.x86-64-ebs ami-f619c29f | public DHCP
VDAMaster | Microsoft Windows Server 2012 Base ami-814642e8 | private DHCP

Microsoft Windows Server 2008 R2 Base

ami-37b1b45e

Note: The Amazon VPC wizard automatically creates the NAT server. Therefore, you do not need to create

the AMI.
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https://aws.amazon.com/marketplace/pp/B00A9ZLKFK

Set up the VPC network

Create the VPC network infrastructure

Creating a Site involves creating the Virtual Private Cloud (VPC) network infrastructure in your Amazon

Web Services account.

1. Logintoyour AWS account, and navigate to the VPC tab. Click Get Started Creating your VPC.

Citrix AWS ~  Sydney *

Wl VPC Management Conso L Y
€« [l ) hitps://console.aws.amazon.com/vpe/home?reg
ﬁ Services v  Edit v
vPC Your Virtual Private Cloud
All VPCs v
‘4

VPC Dashboard

‘Your VPCs
Subnets

Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs

Network ACLs
Security Groups

Customer Gateways

Virtual Private Gateways
VPN Connections

Amazon VPC enables you to create a virtual network topology -
including subnets and route tables - for your EC2 resources.

Click the button below to create a Virtual Private Cloud.

Get started creating a VPC

n Web Services, Inc. or its affiliates. All rights reserved Privacy Policy — Terms of Use

AWS Service Health E

Current Status Details

& Amazon VeC (Asia Pacific - Sydney) Service is operating normally
@ Amazon EC2 (APAC - Sydney) Service is operating normally

> View complete service health details

Related Links E

WPC Documentation
All VPC Resources
Forums

Contact Us

Feedback
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2. Select VPC with Public and Private Subnets.

https://console.aws.amazon.com/vpc/home?region=ap-southeast-2#

Create an Amazon Virtual Private Cloud

Select a VPC configuration below:

) VPC with a Single Public Subnet Only

Your instances run in a private, isolated section of the AWS cloud with direct Internet
access to the Internet. Network access control lists and security groups can be

used to provide strict control over inbound and outbound network traffic to Amazon 53, EC2,
your instances. SimpleDB, RDS

[*/ vPC with Public and Private Subnets

In addition to containing @ public subnet, this configuration adds a private
subnet whose instances are not addressable from the Internet. Instances in
the private subnet can establish outbound connections to the Internet via the
public subnet using Network Address Translation.

~ VPC with Public and Private Subnets and Hardware VPN
Access

This configuration adds an IPsec Virtual Private Network (VPN) connection
between your Amazon VPC and your datacenter - effectively extending your
datacenter to the cloud while also providing direct access to the Internet for
public subnet instances in your Amazon VPC.

VPC with a Private Subnet Only and Hardware VPN Access Creates: 3 /16 network with two /24 subnets.
Fublic subnet instances use Elastic IPs to access
the Internet. Private subnet instances access the
Internet via a Network Address Translation (NAT)
instance in the public subnet. (Hourly charges for
NAT instances apply)

Your instances run in a private, isolated section of the AWS cloud with a
private subnet whose instances are not addressable from the Internet. You
can connect this private subnet to your corporate datacenter via an IPsec
Virtual Private Network (VPN) tunnel.

3. To create a hybrid setup between your on premise environment:
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a.

Select VPC with Public and Private Subnets and Hardware VPN.
b. Alternatively, deploy the CloudBridge on your NetScaler, which creates the VPN for you.
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This sample deployment uses the default network settings. Adjust them accordingly.

-

Create an Amazon Virtual Private Cloud Cancel [x

VPC with Public and Private Subnets
Please review the information below, then click Create VPC,
One VPC with an Internet Gateway
IP CIDR block: 10.0.0.0/16 Edit VPC IP CIDR Block

Two Subnets

Public Subnet: 10.0.0.0/24 Edit Public Subnet IP Range
Private Subnet: 10.0.1.0/24 Edit Private Subnet IP Range

Additional subnets can be added after the VPC has been created.

One NAT Instance with an Elastic IP Address

Instance Type: ml.small Edit NAT Instance Type
Key Pair Name: Edit Key Pair

Mote: Instance rates apply. View rates.

Hardware Tenancy

Tenancy: Default Edit Hardware Tenancy
<
Back
Create VPC
Create an Amazon Virtual Private Cloud Cancal [x

VPC with Public and Private Subnets

Your VPC has been successfully created.
You can now launch instances into your VPC.

Close
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c https://console.aws.amazon.com/vpc/home?region=ap-southeast-2#s=Home

Create an Amazon Virtual Private Cloud Cancal [%]

Select a VPC configuration below:

' vPC with a Single Public Subnet Only

Your instances run in a private, isolated section of the AWS cloud with dirsct Internet
access to the Internet. Network access control lists and security groups can be

used to provide strict control over inbound and outbound network traffic to Amazon S3, EC2,
your instances. SimpleDB, RDS

VPC with Public and Private Subnets

In addition to containing a public subnet, this configuration adds a private
subnet whose instances are not addressable from the Internet. Instances in
the private subnet can establish outbound connections to the Internet via the
public subnet using Network Address Translation.

VPC with Public and Private Subnets and Hardware VPN
Access

This configuration adds an IPsec Virtual Private Network (VPN) connection
between your Amazon VPC and your datacenter - effectively extending your
datacenter to the cloud while also providing direct access to the Internet for
public subnet instances in your Amazon VPC.

VPC with a Private Subnet Only and Hardware VPN Access Creates: 3 /16 network with two /24 subnets.
Public subnet instances use Elastic 1Ps to access
the Internet. Private subnet instances access the
Internet via a Network Address Translation (NAT)
instance in the public subnet. (Hourly charges for
NAT instances apply)

Your instances run in a private, isolated section of the AWS cloud with a
private subnet whose instances are not addressable from the Internet. You
can connect this private subnet to your corporate datacenter via an IPsec
Virtual Private Network (VPN) tunnel.

When the VPC is automatically created, it includes the public and private subnets, the router, NAT
gateway, and the Internet gateway.
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Add security groups

The security groups in Amazon VPC provide communication between the Internet and public network,
and the public and private network. The security groups contain ACLs and are the basis of the firewalls
shown in the network diagram.

You must create the following security groups.
Add NAT Security Group

1. On the VPC tab, select Security Groups > Create Security Group.

Create an Amazon Virtual Private Cloud Cancel (X

Select a VPC conhgurabon below:

- WPC with a Single Public sunm Only

ale Network [VEN) connechan
rir . effectively extending your
direct access 1o the Irternet for

Creates: & /16 network with two /24 subnets.
Public subnet instances use Elsstic [Py to access
i o T T A the Internet. Private subnet instances actess the

& Internel via & Network Address Translstion (NAT)
o m,'::'_';"" sricey st to :,ﬂ orporetn dotacortar ia on 1P instance n e puble st (ot charges for
L] I o NAT instances apply)

Continus ||
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L e https://console.aws.amazon.com/vpc/home?region=ap-southeast-2#s=SecurityGroups

Create Security Group

Name: [NATSG
NAT Security Group
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2. Add ACL rules for inbound and outbound traffic. Select:
a. Create anew rule
b. Port number
c. Source IP address

€« [s3 & hrips./fconsole aws.amazon.com/vpc/homelregion = ap-southeast-2#s = SecurityGroups

Create Security Group
Name: HATSG
Description: NAT Secunty Group
YRC: {33260 ¥

() (e

Note: A source IP address of 0.0.0.0/0 indicates that you want to allow all inbound or outbound traffic.
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3.

Page 59

Create ACL rules to match the inbound and outbound traffic table.

Citrx Sydney = Hedp =
VPC Create Security Group Delete ¢ e o
All VPCs b
4
Viewing: | VPC Secunty Grougs ¥ Lto2of 2 ftems

VPC Dashboard

Hame VPC Description
S defaalt VP FIINE0 (10 00 016) | default VEG security group
< @ NATSG wpe 323EME0 (10 0.0 1B} | NAT Secundy Group

Hetwork ACLS
Security Groups

1 Swcurily Group sebected

= . F Security Group: N = = =
Customer Ga ul ¥ ¥

Detals | Inbound Outbound || Tags
VPN Conngctons Create a Cusd 2 B e v

new rulo:

Part range:

Source:

Feedback
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NAT Security Group rules

Type Traffic Source Type Traffic Source

All All privateSG All All 0.0.0.0/0

TCP 22 (SSH) 0.0.0.0/0

NAT instance
The VPC Wizard creates the NAT instance.

Go to the EC2/Instances page, and locate the instance. Right-click the instance, and change the security
group to NATSG.

/1 VPC Management Const

Citrix AWS ¥ Sydney v  Help ~

VPC Create Security Group Delete ¢« o
AllVPCs v

viewing: | VPC Security Groups ¥ | | ) 1to 2 of 2 Items
VPC Dashboard

Name VPC Description
(& default vpc-32332750 (10.0.0.0/16) | default VPC security group
Your VPCs ¥ | @ NATSG vpe-32332f50 (10.0.0.0/16) | NAT Security Group

Subnets

Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs

Network ACLs
Security Groups

1 Security Group selected

Security Group: NATSG =" =5 A
Customer Gateways & v p ’
Virtual Private Gateways Details Inbound Outbound Tags
/I .
VPN Connections Create a Cus e v
new rule:
Port range:

(e.0., B0 or 45152-65535)
Source: 0.0.0.0/0
(e.0., 192.168.2.0/24, sg-47ad482¢, or

1234567890/default)
g Add Rule
Apply Rule Changes

Il rights reserved.  Privacy Policy — Terms of Use Feedback
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Add public security group
1. Onthe VPC tab, select Security Groups > Create Security Group.

https://console.aws.amazon.com/vpc/home?region=ap-southeast-2#s=SecurityGroups

Create Security Group

Name: [publicSG

Description: Public Security Group
VPC: [vpc-32332650 ¥

2. Add ACL rules for inbound and outbound traffic. Select:
a. Create a new rule
b. Port number
c. Source IP address

Note: Entering a Source IP address of 0.0.0.0/0 allows all inbound or outbound traffic.
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3. Create ACL rules to match the Public Network Security Group (publicSG) rules table.

€« (<l = htips://console.aws.amazon.com

ﬁ Services ~

Edit ~

VPC
All VPCs v

VPC Dashboard

Create Security Group Delete

viewing: | VPC Security Groups ¥ | [

Name vPC Description
& (@ publicSG wpc-32332f50 (10.0.0.0/16)  Public Security Group
Your VPCs & default wpc-32332/50 (10.0.0.0/16)  default VPC security group
Subnets
@ NATSG wpe-32332050 (10.0 0 0/16)  NAT Security Group

Sydney > Help ~
(G- I ° ]

1to 3 of 3 Items

Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs

Network ACLs
Security Groups

Create a
Customer Gateways new rule:

Virtual Private Gateways Port range:
VPN Connections
Source:

Details Inbound

Custom TCP rule |
Custom TCP rule

1 Security Group selected

@ Security Group: publicSG

Outbound

Custom UDP rule
Custom ICMP rule

Custom protacol rule

Al TCP
All UDP
All ICMP
Al Traffic
SSH
SMTP
DNS
HTTP
POP3
AP
LDAP
HTTPS
SMTPS
IMAPS
POP3S

o Ms sal

Terms of Use

Feedback

Public Network Security Group (publicSG) rules

Type Traffic

Source

Type

Traffic Source

All All

publicSG

All

All 0.0.0.0/0

All

publicSG

All privateSG

ICMP All

0.0.0.0/0

ICMP

All 0.0.0.0/0

TCP 22 (SSH)

0.0.0.0/0

80 (HTTP)

0.0.0.0/0

443 (HTTPS)

0.0.0.0/0

1494 (CA)

0.0.0.0/0

2598 (Sess)

0.0.0.0/0

3389 (RDP)

0.0.0.0/0
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Add Private Security Group
1. Onthe VPC tab, select Security Groups > Create Security Group.

/console.aws.amazon.com/vpc/home?region=ap-southeast-2#s =SecurityGroups

Create Security Group Cancel [x]

Name: |privateSG

Description: Private Security Group
VPC: [vpc-32332F50 ¥
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4. Add ACL rules for inbound and outbound traffic. Select:
a. Create anew rule
b. Port number
c. Source IP address

Note: Entering a Source IP address of 0.0.0.0/0 allows all inbound or outbound traffic. Create ACL rules to
match the table.

VPC Management Con \ W

console.aws.

Services ~  Edit v Citric AWS ¥ Sydney »  Help v
VPC Create Security Group Delete ¢ & o
All VPCs v
viewing: | VPC Security Groups ¥ | [ ) 1to 4 of 4 [tems

VPC Dashboard

- Name VPC Description
Ld (@ privateSG vpc-32332f50 (10.0.0.0/16) = Private Security Group
YYour VPCs (@ publicSG vpc-32332150 (10.0.0.0/16) | Public Security Group
Subnets (& default 3233250 (10.0.0.0/16) | default VPC it
 defaul vpc-! ( efaul security grou,
Route Tables ? vaee
Intemnet Gateways (& NATSG vpc-32332f50 (10.0.0.0/16) | MAT Security Group

DHCP Options Sets
Elastic IPs

1 Security Group selected
Nsb""mikACLS @ Security Group: privateSG = = =
Security Groups

Details Inbound Outbound Tags

Create a Custom TCP rule 'J
Customer Gateways new rule: ‘Custom TCP rule

Virtual Private Gateways . | Custom UDP rule
VPN Connections ’ POTEIN9E | Gustom CIP nle
Custom protocol rule
Source: Al TCP
AllUDP
AllICMP
Al Traffic
S5H

SMTP
DNS
HTTP
POP3
IMAP
LDAP
HTTPS
SMTPS
IMAPS
POP3S

| Ms saL

Inc. or its Terms of Use Feedback
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Private Network Security Group (privateSG) rules

Type Traffic Source Type | Traffic Source
All All NATSG All All 0.0.0.0/0
All privateSG All privateSG
ICMP All publicSG ICMP | All 0.0.0.0/0
TCP 53 (DNS) publicSG UDP] | 52 (DNS) 0.0.0.0/0

80 (HTTP) publicSG

135 publicSG

389 publicSG

443 (HTTPS) | publicSG

1494 (CA) publicSG

2598 (Sess) publicSG

3389 (RDP) publicSG

49152 -
65535 publicSG
uDP 53 (DNS) publicSG

389 (LDAP) publicSG

DHCP options

Create a DHCP options set

There is a domain controller running DNS in the private network. The controller enables Citrix servers to
authenticate and communicate with each other. To implement this communication:

e Create a new DHCP options set that contains your DNS server IP address.
e Add an open-source DNS server on the Internet in case a server needs to access the Internet.
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DHCP Options Set

1.

-

Create DHCP Options Set

Navigate to the VPC tab, and select DHCP Options Set > Create DHCP Options Set.

(< https://console.aws.amazon.com/vpc/home?region=ap-southeast-2#s=dhcp-options-sets

Optionally, specify any of the following.

Dynamic Host Configuration Protocol (DHCP) is a protocol used to retrieve IP address assignments and
other configuration information.

domain-name

domain-name-servers

ntp-servers

netbios-name-servers

netbios-node-type

Enter the domain name that should be used for your hosts, for example,
mybusiness.com.

xencloud net

Enter up to 4 DNS server IP addresses, separated by commas, for example,
172.16.16.16, 10.10.10.10

10.0.1.5, AmazonProvidec

Enter up to 4 NTP server IP addresses, separated by commas.

Enter up to 4 NetBIOS server IP addresses, separated by commas.

10015

Enter the NetBIOS nade type, for example, 2.
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2. Select the VPC, right-click on your selection, and choose Change DHCP Options Set to the new
set.

://console.aws.amazon.com/vpc/home?region=ap-southeast-2#s=vpcs

Change DHCP Options Set Cancel x|

Choose a set of DHCP options to associate with your
VPC.

DHCP Options Set: | dopt-4a303a28 v

none
dopt-62303a00

dopt-4a303a28

oz WS
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Set up the XenApp or XenDesktop infrastructure instances

Launch and configure a domain controller AMI
Create a domain controller for the Site as follows.

1. Select AMlIs in the EC2 tab.
Depending on operating system you use, perform a search in the Amazon AMIs for Windows
Server 2012 Base or Windows Server 2008 R Base. Ensure that the machine is deployed to your
subnet, and make sure it is in the private subnet 10.0.1.0/24.

/ i EC2 Management Consol. '\ WA

« (el () hitps,//console.aws.amazon.

- . o
[ T Services v | Edit v Citrix AWS v Sydney v Help v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same ANI, request Spot Instances to take advantage of the lower pricing, assign an access management
role to the instance, and more

Number of instances  (j 1
Purchasing option (j Request Spot Instances
Network (i vpe-32332f0 (10.0.0.0/16) v| C|Create new vPC
Subnet (j subnet-25f31640(10.0.1.0/24) | ap-southeast-2a v Create new subnet
251 IP Addresses available
PublicIP  (j Automatically assign a public IP address fo your instances
IAM role  (j Nane v
Shutdewn behavior (j Stop hd
Enable termination protection (j Protect against accidental termination
Meonitoring (i Enable CloudWatch detailed monitoring

Additional charges apply

EBS-optimized instance (j Launch as EBS-optimized instance
Additional charges apply

Tenancy (i Shared tenancy (multi-tenant hardware) A
Additional charges will apply for dedicated tenancy

Cancel Previous Review and Launch Next: Add Storage

D 2008 - 2014, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy ~ Terms of Use Feedback

Page 68 © 2014 Citrix Systems, Inc. All rights reserved.



3. Assign the IP address for this server.

EC2 Management Consa

-southeast- nchinstance

Citrix AWS ¥  Sydney v  Help v

AMI 2.0

1.Cho

selnstance Type 3. Configure Instance

5 Taglnstance 6

igure Security Group 7. Review

Step 3: Configure Instance Details

251 IP Addresses available

PublicIP (i Automatically assign a public IP address to your instances
1AM role (i None v
Shutdown behavier (j Stop v
Enable termination protection (j Protect against accidental termination
Monitoring (i Enable Cloudwatch detailed monitoring

Additional charges apply

EBS-optimized instance (j Launch as EBS-optimized instance
Additional charges apply

Tenancy (i Shared tenancy (multi-tenant hardware) v
Additional charges will apply for dedicated tenancy

~ Network interfaces
Device Network Interface Subnet Primary IP Secondary IP addresses

etho Mew network interface ¥ | | subnet-25f31640 1 v 10,015 Add IP

Add Device

» Advanced Details

Cancel Previous Next: Add Storage

ed.  Privacy Policy  Terms of Use Feedback

Inc. or its affiiates. Al rights

4. Assign a friendly name to the AMI to make it easily identifiable in the Amazon console.

EC2 Management Consc
-

Citrix AWS ~  Sydney v Help v

1. Choose AMI 2 Choose Instance Type 3. Configure Instance 4 5. Tag Instance 8. Configure Security Group 7. Review

Step 5: Tag Instance

Atag consists of a case-sensitive key-value pair. For example, you could defing a tag with key = Name and value = Webserver. Learn more about tagging your Amazon EC2 resources

Key (127 characters maximum) Value (255 characiers maximum)
Name Dot ]
Create Tag (Up to 10 tags maximum)

Cancel  Previous Review and Launch Next: Configure Security Group

ed.  Privacy Policy  Terms of Use Feedback

Amazon W nc. or its affiliates. All right
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5. Place the domain controller in the network by launching the AMI into the appropriate network
and security group. This example places the domain controller in the private network.

EC2 Management Conso

Citrix AWS v Sydney v | Help +

2 Instance Type 3. Configure Instance 5.Tag Instance 6. Configure Security Group 7. Review
Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web
server and allow Internet traffic to reach your instance. add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below
Learn more about Amazon EC2 security groups
Assign a security group: Create a new security group
® Select an existing security group
Security Group ID Name Description Actions
5(-43cd2826 default default VPC security group Copy to ne
sg-51cd2834 NATSG NAT Security Group Copy to new
¥  sg-e0cd2885 privateSG Private Security Group Copy to new
sg-2acd284f publicSG Public Security Group Copy to new
Inbound rules for sg-e0cd2885 [N = =]
Type (i Protocol (i Port Range (i Source (i
AllICMP All N/A sg-2acd284f (publicSG)
Custom TCP Rule TCP 53 sg-2acd284f (publicSG)
HTTP TCP 80 sg-2acd284f (publicSG)
Custom TGP Rule TCP 135 50-2acd284f (PUblicSG)
Cancel Previous Review and Launch
ed.  Privacy Policy ~ Terms of Use Feedback

-southeast-

Citrix AWS ¥ Sydney v

5.Tag Instance 6. Configure

curity Group 7. Review

2. Choose Instance Type 3. Configure Instance

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.

¥ AMI Details Edit AMI

-0 Microsoft Windows Server 2012 Base - ami-2b23hd11

vy I\licrosoft Windows 2012 Standard edition with 64-bit architecture. [English]
PIPISE RootDevice Typerebs  Virtualzation type: hvm

~ Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GIiB) Instance Storage (GiB) EBS-Optimized Available Network Performance
m3 medium 3 1 375 1x4 - Moderate

~ Security Groups Edit security groups
Security Group ID Name Description
sg-e0cd2885 privateSG Private Security Group

All selected security groups inbound rules

Security Group ID Type (i Protocol (i Port Range (i Source (i
sg-e0cd2885 AllICMP All N/A s5g-2acd284f (publicSG)
sg-e0cd2885 Custom TCP Rule TCP 53 5g-2acd284f (publicSG)
Cancel  Previous m
Privacy Pelicy ~ Terms of Use Feedback
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7. Choose an existing AWS keypair, or create a new one.

[l £ https://console.aws.amazon.com/ec2/v2/home?region=ap-southeast-2#LaunchinstanceWizard:

Select an existing key pair or create a new key pair x

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the privaie key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

| Choose an eisting key pair v

Select a key pair
| ¥A_6.5_CloudWorks v

i acknowledge that | have access fo the selected private key file (XA_6.5_CloudWorks.pem),
and that without this file, | won't be able to log into my instance

Cancel Launch Instances
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Launch remaining XenApp or XenDesktop AMIs

Launch the remaining XenApp or XenDesktop AMIs using the parameters in the following table. Ensure
that you launch them into the correct network (private or public as applicable), and assign an IP address
and the elastic IP addresses.

Note: The Amazon VPC wizard automatically creates the NAT server, so you should not need this AMI.

Domain Microsoft Windows Server 2012
Controller Base ami-814642e8 private 10.0.1.5
Microsoft Windows Server 2008
R2 Base ami-37b1b45e private 10.0.1.5
Delivery Microsoft Windows Server 2012
Controller with SQL ami-e743478e private DHCP
Microsoft Windows Server 2008
R2 with SQL ami-alb9bcc8 private DHCP
VDA Master Microsoft Windows Server 2012
Base ami-814642e8 private DHCP
Microsoft Windows Server 2008
R2 Base ami-37b1b45e private DHCP
Bastion Microsoft Windows Server 2012
Base ami-814642e8 public DHCP
Microsoft Windows Server 2008
R2 Base ami-37b1b45e public DHCP
NetScaler VPX
NetScaler VPX Platinum Edition -
10 Mbps ami-c995aaal public/private | 10.0.1.100
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https://aws.amazon.com/marketplace/pp/B00A9ZLKFK
https://aws.amazon.com/marketplace/pp/B00A9ZLKFK

Launch the NetScaler AMI

1. Ensure that you subscribe to NetScaler VPX in the AWS Marketplace.
2. In Community AMlIs of the EC2 Console launch wizard, launch the AMI searching for the AMI
IDs.

For detailed instructions, see https://s3.amazonaws.com/awsmp-usageinstructions/CitrixUl.html.

W5 Marketplace: NetSca

L [«ll C hitps://aws.amazon.com/marketplace/ordering?ie=UTF8&status=SUCCESS&appAction=SUBSCRIBE_RESULTS &appActionToken=j2Flj2Blad4Sm6Rplj2B45f9TCKj: 2

« Software and AWS hourly usage fees apply when the instance is running. These fees will appear on your monthly bill.

Thank you! Your subscription will be completed in a few moments.

. Related Links
Usage Instructions
p AWS Management Consols '™
» Your Software
p Continue shopping on AWS Marketplace

Pleass go to https-//33 amazonaws com/awsmp-usageinstructions/CitrixUl_html ™2 for full
usage instructions

Next Steps
aws@citrix.com will receive an email shortly to confirm your subscription.
Once you've received the email, you can click the "Launch with EC2 Console” buttons
below and follow the instructions to launch an instance of this software

You can also find and launch these AMIs by searching for the AMI IDs (shown below) in
the "Community AMIs” tab of the EC2 Console ™ Launch Wizard, or launch with the
EC2 APIs &

You can view this information at a later time by visiting the Your Software page. For
help, see step-by-step instructions ™ for launching Marketplace AMis from the AWS
Console

Select a Version
10.1-122.9, released 01/30/2014 v

Region 1D

US East (Virginia) ami-c995aaal
US West (Oregon) ami-3eeb8ble
US West (Morthern California) ami-c07b4685
EU West (Ireland) ami-7628df01
Asia Pacific (Singapore) ami-d340168a
Asia Pacific (Sydnay) ami-7940de43
Asia Pacific (Tokyo) ami-b%ec84bB
South America (Sao Paulo) ami-Tf50f062
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https://s3.amazonaws.com/awsmp-usageinstructions/CitrixUI.html

3. Deploy the instance into the private subnet.

Cittix AWS ¥ | Sydney ¥ Help >

curity Groug

1. Che

Storage 5. TaglInstance 6. Configure

e Instance Type 3. Configure Instance

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot Instances to take advantage of the lower pricing, assign an access management
role to the instance, and more

Number of instances (j 1
Purchasing option (| Request Spot Instances
Network (i vpc-32332150 (10.0.0.0/16) i
Subnet (j subnet-25f31640(10.0.1.0/24) | ap-southeast-2a v Create new subnet
249 |P Addresses available
PublicIP (i
1AM role  (j Hone M
Shutdown behavier (j Stop hd
Enable termination protection (j Protect against accidental termination
Monitoring (j Enable CloudWatch detailed monitoring
Additional charges apply
EBS-optimized instance (j Launch as EBS-optimized instance
Additional charges apply
Tenancy (j Shared tenancy (multi-tenant hardware) v

Additional charges will apply for dedicated tenancy

Cancel Previous Review and Launch Next: Add Storage

d. Privacy Policy Terms of Use Feedback

4, Amazor

4. Ensure that this instance has two interfaces:
e Public subnet
e Private subnet:
i. ethOis connected to the private subnet
ii. Primary IP address (NSIP) is 10.0.1.100

iii. Secondary IP address (SNIP) is 10.0.1.102
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4, And Storage 5

3. Configure Instance

Step 3: Configure Instance Details
Shutdown behavior [ Stop x:

Frotect against accrental termination

Enaple tarmination protection

Monitering [} fatch detased monitaring

EBS-optimized instance [

Tenancy (|

~ Metwork interfaces

Device MNetwork Interface Subnet Primary IP

ethl Mew network imerface v 16401 " 1001100

We can no longer assign a public IP address to your instance

T thiss instan
re-enable |

The ”
instances with one nel

blic 1P adds
ork interface

&t Mew network imedace ¥ | | subnet-24016411 ¢ 10.0.0.175 10.0.0.178
+ Advanced Details
014, Amaz a 5 aF t d.  Privacy Poliey  Terms of Use

Cancel Previcus Review and Launch Hext: Add Storage

Feedback

Step 6: Configure Security Group

Il rules that control the
BACH your instance, ac
£am mone ahout Amazon FO2 secunty groups

A secur I5as e

tor your Instance. On
o ted access o the HTTP and HT T

ASSign a security group: Create a mew securily group

LD

an existing securty group

Security Group 1D Hame

AWSI HetScaler VEX--Customer-Licensed- 2014

sg-azcc2oe?

etScaler-VPX-Cuslomer-Licensed-2014-

“NEtScaler-VPX--Customer-Licensed-2014-

30-51202034

#  sg-e0COZERS privates;
sg-2acd24r PUBICSG

Inbound rules for sg-edcd2885
Type (i Protocol (i Port Range (i
All lCKP All
Custom TCF Rule Tce a3
HTTR TCP &0
Custom TCP Rule TCP 135

S8, Amar a s af . d.  Privacy Pricy  Terms of Use

page. you can acd rules to atiow 5

1 up a web
e

& For example, if you wa
ect from an

Actions

Description

Security Group for Managemen? £16

Securily

Security Group for Publi

default VPC secur

MNAT Security Group Copy 1o new

Prvate Secunty Group Copy o new
Public Secumty Group Copy 1o new

mEA

Source (i

acd2B4f (public5G)

Cancel  Previous Review and Launch

Feedback
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6. Configure the NetScaler ENIs (AWS elastic network interfaces) to be part of their respective

security groups.
e Public-subnet-facing ENI needs to be part of the public security group

e Private-subnet-facing ENI needs to be part of the private security group

Public ENI — Public Security Group

VPC Management Consol - AWS Marketplace: NetSce EC2 Management Conscl 3 'aws eni - Cerca con Gooe

- [l & hitps://console.aws.amazon.com/ec2/v2/home?region=ap-southeast-2#NIC:

Change Security Groups

Network Interface eni-3c11e759

Security groups |sg-51cd2834 - NATSG - NAT Security Group
50-43002826 - default - default VPC security group
5g-e0C02885 - privateSG - Private Security Group
sg-2acd284f - publicSG - Public Security Group

Selecied groups: sg-2acd284f
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Private ENI — Private Security Group

VPC Mansgemnent Coner /7 1 AWS Marketplace HetSs £2 Managemert Cors s 7 s et - Cetes con Boes

Change Security Groups

Network Interface eni-3¢11e759

Security groups (505102634 - WATSG - NAT Secunty Group
55-43c42826 - default - defaull VPC securily group
e0td2B85 - privateSG - Private Secu el
5 Al - Py 5

Selected groups: 59-2acazedr

e (0

7. Assign an elastic IP address to the NetScaler public ENI — associated to the VIP (10.0.0.176).

7 VPC Management Cam g Markeetpiace: Neth. - s FCZ Management Comsel o5 oni - Crvea con Goar,

L C ERLEEE 2/v2/homelregion=ap-southeast-2#NIC:

Associate Elastic IP Address

Select the address you wish to associate with eni-2c11¢780

Address 54 206 70118

Allow reassociation L @

Associate to private IPaddress  [1000 178 ] @

* dancles lhe pramary privale P address

[LLLEI Associate Address
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7 NPC Management

« [ [ httpsy/iconsole.aws.amazon.com/ec2/v2/home?region - ap

Change Security Groups

Network Interface enl-3d11e750

Security groups |5g-51cd20M - NATSG - HAT Securily Group
30-4 302828 - defaull - default VPC

Bedected groups sq-elcd2885
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